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1. Kleopatra Installation Guide

1.1 Download the Gpg4win package from the  official
website: hitps://gpgdwin.org.

1.2 Run the downloaded installer and follow the on-screen instructions,
selecting the Kleopatra installation option.

1.3 Ensure the following components are installed: GnuPG, Kleopatra,
GpgOL, GpgEX.

2. Generating keys in Kleopatra

2.1 Open the Kleopatra application and click the New Key Pair button
and follow the instruction.

™ fleopata

2.2 Select your preferred key algorithm and size RSA, 4096 bits, check
the Authentication option, and click OK.
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3. Importing public keys in Kleopatra

3.1 Download and Open text file containing the public key.
3.2 Open the Kleopatra application and select the Notepad option.

3.3 Paste the public key and click Import Notepad.

™ Kleopatra — [m] X
File View Certificates Tools Settings Window Help
2 H m o= o®

SignfEnarypt  Dearypt/Verify ~ Import xport Certf

[& sign /Encrypt Notepad | (& Decrypt / Verify Notepad

& Notepad & Recpients
~—BEGIN PGP PUBLIC KEY BLOCK——

mQENBFtJyaABCADf3+mVEjfqiOUoDAD 1hoXWPYz/+WOLSTAWSeSP 1v0roB +NeA3
VIe74DPfIhtWmHkSVTyBSd 75EO) 3M/AHPPIXOOYCg7XFPt273hwB0o SX4A THE
DYvciwaM+e6RH795Min83eliA +P771Umss Lz 1IW0BhbA2/VStcIsaN2HG05 1VgeD
4TSOtWzItxaIVriE 7KP2650g! +R /WRrvbUmVHHj0 JBGNfRePDACK +Mja0/qVxrX
SxgdoGKYtplBx4WnpdFoSsBrExFeksiYWei7SQG 15J0T 2ynfYs8c0/B7j7/Nogv
yXfngPYdYQw6wN8 125AT/5Q52 7Xe 3nvzupXpABEBAAGOGF JhbHR 2IDxyYWx0c0Bh
aXItYWisLmNjPokBNGQTAQOAIAUCWONJoAIbAWULCQEHAWUVCGKICWQWAGEAAR4S
AheAAA0JEIbx231920xHMAUTANSxdtn/AnBNIESIXXY 15axq-+4Q/N4/VX2EGpVI
L4QTF993QI2T25IP 3Hmv J84i0inkazpknfENxsQNcfdiWB JoNDGXnwPTT +8XGkg7
6f2Kh24Lxk 12X 7swmktOVHs 234TOov +0 +08eyOsA 2iUv/Jq3NIAGABEUSPS SWE
2JWRywN+OpvukO8reoy k2bcFT7walKo24MddNHZdOtaeal tfT +SEYQfP IKgn/V6
7FUPLRQMgafs0TqpzYAyyPz/nMCIR 2ZbzNTyZilkctAZV 3EIfQjV /GdqYrc30ICng
+Gqq7d94QKdKVIIF 2rbKiyEr 45VkCUoXeThENQVAWZe6yvC SAQOEWONJOAEIAPHI
XBmTByesppM 15masDochuSh/zJ9rV9zN85 1uQbQOQtEmfawNESFDoMMIRXVW juAgq
OuYxoNIcufwYvBQnakkSLSPPHEXINZ0CpegF81Sw +gDB//b5X8pSkKnTHFs5AFrh
6xDcFBYDE 19pXr TFb/Bs7yW22qS 7yC 5VBAHCADoUOL 1U0jFmU7IMgHgkdafSyUD +
OgMG/3mSzLM3MHwySHSpLO7AqWEU02zA] 147U4pi8qzXoXU2QWSBWDMXsL0ozvbQb
LUZ6XtkdKHACZHMD /xmayyKDsMuBbFagFTMnUf +AWgaeNttaw 20e 122AgsORz +ng
4CZATpUr 5W 2aIT99428AEQEAAYKBHWQYAQOACQUCWONJoAIbDAAKCRCG8C95fdjs
RwrAB/90g/FWjcNSwCumG4p)SHDU49w +50VrmEaDkFe 79EQTv0oCOKkMwCkj4zU3
HFAHDNB + 1X29kEhtAJFYPRINY 7 1vIDgpdeCBw SWE 7 lihmmaaZcafDAb 7bq7CliAt
Emk+SIwOK +xagnatkCBA 1y2cqémTognZOJK7PORIR 4 1E 1X6+1fd4U46Uk2A3Uv 1b
3QVYBRSmXgNCcFizgSYEP8Xqe 773uNadinChQn +pfhHS IR J0PzDatsXf/X 7a970I1W
0lBQj +NxDLi2/UrDeBhEfuK fkmpzStdekh975V + 10gQEur 7CzBaPm3xPMRGjXS6E
dEI9LTXCIy9RgOXQGZUOMsmQeFuP

=RVIs

-——END PGP PUBLIC KEY BLOCK-—-
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4. Encrypting messages in Kleopatra

4.1 Open the Kleopatra application and click Notepad, then paste/type
the content of the message you want to encrypt into the text field.

4.2 Select the recipient’s public key from the list of available keys.

™ Kleopatra - (m] X
File View Certificates Tools Settings Window Help
&2 i R B B Q & El B
Sign/Encrypt  DecryptjVerify Import Lookup on Server Certificates Notepad Smartcards
G Encrypt Notepad & Decrypt / Verify Notepad > © Revert

& Notepad & Redipients
Prove authenticity (sign)
|_] Sign as:
Encrypt
[_J Encrypt for me: |
@ Encrypt for others: Ralts <ralts@airmail.cc> (certified, OpenPGP, created: 14/07/2018) a =

X! 3

() Encrypt with password. Anyone you share the password with can read the data.

4.3 Click Encrypt Notepad.

4.4 After encrypting the message, copy the resulting text to the
clipboard and share via email

Note, we do not need to import the public key again when encrypting the
next messages. The key will be saved in the program files.

5. Decrypting messages in Kleopatra
5.1 Open the encrypted message.

5.2 Copy the encrypted text to the clipboard, then open the Kleopatra
application.

5.3 Click Notepad and paste the encrypted text.

5.4 Click Decrypt / Verify Notepad.

5|Page



™ Kieopatra - =] X
File View Ceptificates Tools Settings Window Help

™ fa = E e Q B a
SanfEncrypt  DeoryptNerify  Import Coort Cenfy LookuponServer | Certificates  Notepad  Smartcards
(i EncryptNotepad | i Decrypt / Verify Notepad  #4 Imoor t oteps © Revert

& Notepad & Redipents
---BEGIN PGP MESSAGE -

hQEMA +PbaxeVr 2rEAQTIHUVIZNR BN T+C AU Jafao fZk/mKZ7A 4§87 1vmijsggedTF

QtagH150/pGsUyehVorXELe2w 2naD3 ShocHWKkaie DGq IACSU +794higIS JgMWee

CCwTEF. T437W0) 4cH331HW9;5hcT826pEbPpar v

3E6s2/ZwawUySJE dalZnY ADUDKMSKS cOv 3KoP2HD ywwul fcPzmMacGIg ILur AY
b WPS290TINIMWHRbgS7f5Q0ToxbvQIbAXW H2CoVTadf

Ry yPM77mQ 7 GSmuMWKpF10imx YKH 118MwP 7aBIUCDACCOYSY duv Y BoEQAKze

5dz4x2q6LP 2NnCOF Sus NralmuBXP2ykY rGshSbsBw i emb8re005aADEvCed0

umgFvhelir4BEE14PZZEUBSEw +x6DA 7rRIghZZ 340Ph30SYWdIN+62 1r205/7d

KFisUyng\WORLr 6DvBUIXBM)cOW Jv S0l FTELU +KUp 1G 20yCeXW +WaghMu660HSS /S4

11/GzZz0AYFeQOWR 6Fr 2aPSXmvgDF // +L1c6 3Q4¥Do4l 10HUDVCECCUIUJ6SInKy

Xs621FTg4nB8 4] 34m 15520lrC 2 2bQ0popmL R 30 7%q 1e906ASmdaoLxB + LhQYQ

0XB1a2 1BVOAFDXZEpIvKYIATD 16NKxayeMdVt+UxfugiRCKT 10T 20bAycvyaN

3R fueWxfChzFOWMKY ypBb zxx4EAN DS 8voDF 4 YT45 5m tXoHVd EncBPZQN

WEWAsfAtHXy KILL 149U6F J+frdPPG;IpC 7 2PQkYmb 525apFXL

R24MHOb 1wB0 3R 1T25kUs 16 5F0H2mLirNLznoif 4+ AoGURXPNZTOEQS40czA + 35

GELEhq3tJA IEY 45us 12t+GbgC SlefyN +2PVPxefyBOASNM LVAX HpdsUBiid41

SYEXEwkoGWIOL ySg/CYTGRTATVpee 7HYENY /AGY0k4ByZS 221 yFiO 1r Aling6ufx

My8i2vYpxMEBzs63fCMaukisERDG 181]gefvDuoQRhsGs 1223H 5w0AIYpSPPUbS

BF 2w )StvEDZwHlcTES~

=36

~—END PGP MESSAGE— I

6. Decrypted message

™ Kleopatra - (u] x
File View Certificates Jools Settings Window Help

I it =1 b Q & El a
Sign) t Deayptierfy Import Ewort Certfy LookuponServer | Certificates MNptepad Smartcards

 Revert

[ EncryptMotepad | | [ Decrypt / venify Notepad &2

ecryption succeeded.

& Wotepad 2, Recpents
Message to decrypt.

The End
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